IIpuaoxenne Ne 1

OTIHCAHUE HA HHPOPMALMOHHATA CHCTEMA “[IEHTPAJIEH KPEAUTEH
PETHCTBP” (C “IIKP”)

Ocnosnu xapakmepucmuxu

Llentpanuuar kpeaureH peructop (LKP) e nudopmauuonna CHCcTEMa, paspaboTeHa 3a HYXIWTe Ha
BHB u ¢yHkunonmpaina ot Meceu cenrremspu 1999r, T PErUCTpHpa ¥ Clie AW CHCTOSHHETO Ha KPEAMTHTE,
OTNYCHATH OT OTYETHHTE EAMHHULM — GAHKH ¥ QHHAHCOBH MHCTUTYLIMH U NpeoCTaBs HHopMauua 3a
06LaTa KpeANTHA 33 UTEXHANOCT HA KPeIMTONOTYYaTeNHTe B CHOTBETCTRHE C U3MCKBAHMATA Ha Hapen6a
22 na BHB 3a LleHTpantus KpeanTeH perucTsp.

OcHoBHO npepaGoTeHa U pasiMpeHa BEpCH HA CHCTEMATA € BHeapeHa npes 2009 r., B CLOTBETCTBHE
¢ Hapen6a 22 ot 16 rom 2009 r. 3a LIKP, B cuaa ot 1 okToMBpH 2009 r. [Tpe3 2012-2013 r. e peanusupan
MPOCKT 32 MOJICPHU3IMpAHE H ONTUMH3HPaHE Ha apXHTeKTYpata Ha cHeTemara LIKP, ¢ uen paswumpssaue
Ha (YHKUHOHANHOCTTA, NOAOGPABAHE HA NPOM3BOJAHTENHOCTTA, OCHFYpsiBaHe Ha TecToBa cpeja, Mo-
BHCOKa CTENCH Ha pe3epBUpaHe HA CUCTEMATa U TapaHTHpaHe NOCTBIHOCT Ha ycnyrute.Beuukn ycnyru
Ha UC ,IIKP* ca nocTBIHH 3a y4acTHHUATE U notpe6urennute Ha LUKP nenowowmHo, Bceku aex (7x24).

B nepuona 2016, 2017, 2018 —a roanHa ca peanusupaHy AopaGoTkH (pYHKUHOHANHO pasBHTHE)

BBB BPB3Ka C:

- npomenuTe B Hapen6a 22 u HoBuTe ,,Yiazanua no noaasade u nony4yaBaHe Ha UHGPOPMALHS OT
LIKP”;

- NpeocTaBaHe Ha HHpOpMALKA oT LleHTpannua KpeanTen peructsp Ha HaunonanHata areHuus
o NpHXOAUTE

- BKJIOYBAHe HAa HOBH (PMHAHCOBH MHCTHTYLIMH KATO OTYETHH EAHHHLIH;

- [Ipe/loCTaBAHE HA CHPABKH Ha bPKABHHU M ¢baeGHH opranu (JICO);

HudopmauuoHHata cuctema , JIKP“(UC »LKP“) cnyxu 3a:

- LIeHTpaIM3npaHe Ha MHGOPMaLMATA 32 BCHUKH OTITyCHATH KPEAUTH U dopmupaHe Ha KpeANTHATA
3aAABXKHANOCT Ha KpeAUTONONYyYaTeIHTE;

- NPE0CTaBAHe Ha HHGOPMALNS HA OTYETHUTE EAMHULIU (KPEAHTHH H PHHAHCOBHU MHCTHTYLIMH ) 38

KpEeAHWTHATa 3aJThXXHANOCT HA KNHEHTHTE UM ;

3annuaBaHUATA Ha
uHpopMaLus B

7 JIOKYMEHTa ca Ha
OCHOBaHHeE Ha 4. 4,
an. 1 or OO0
perIameHT 3a
3alUTa Ha JaHHHTE.
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- H3NoJ3BaHe Ha 0606iWeHaTa HHpOPMallHi OT PEricTbPa 3@ HYKIHTE Ha HKOHOMHYECKHS aHalln3
4 Haasopa B BHB.

Bewukn yenyru wa UC ,LIKP* ca mocTsnHu 3a notpebutenute Ha LIKP aeHoHolmHo, Bceku med
(7x24).

OcHOBHHTE HanpaBieHusA BbB hyHKUMOHARHOCTTA Ha LIKP xacast pas’nu4HK rpyny nOTpebGUTENH U
UMaT pa3ifiHH TeXHMMECKH U3UCKBAHHA KBM CPEACTBATA 3@ IOCTRII I0 CUCTEMATA ¥ OCHIYDABAHETO Ha
HajexkHa 3allUTa Ha HHGOpMalNATa. 3a Task Len ca paspaboTeHN ABe NPUIOKEHHA — TIPUIIOKEHHUE 32
3apexiale Ha naHHd H WEB npusioxenMe 3a CnpaBKW, KOHTO B CBOATA ChBKYIHOCT OTroBapsAT Ha
HOpMaTHBHUTE Y TEXHOJIOTHYHH W3HCKBaHHA, NPEALBEHH KBM CHCTEMATA.

HC “IKP” (npunoxenue 3a 3apexaaHe Ha JaHHH) OCHTypaABa 3ape)KgaHeTo U MOALKBPKAHETO HA
HEGOpMauuaTa (TeKyla ¥ MECEYHA) OT OTYETHHTE €HHHLUH B 6a3nTe JaHHH Ha LIKP. [Ipunoxenuero ce
No/3Ba OT:
¢ notpebutenu ot BHB, upes Bbrpewnara mpexa (LAN) va BHB
* notpebuten ot OE, upes BupTyandara yacTHa mpesxa (FINNET) va TB n GHB
* notpebutenu ot OE, upes noprana Ha BHB 3a Th

¢ notpebutenu ot OE, upes UHTepHer

Hpunoxeuuero 3a Untepuer cnpasxu (WEB npunosxenuneTo 3a CTIpaBKH) ce MOJI3Ba OT:

¢ notpebutenu ot BHB, upes pr1penrHarta mpexa (LAN) na BHB

e mnotpebutenn ot OE u ICO, upes Unrepuer

3a soctbna upes MutepHer ce wusnonssa HTTPS mpotokon Mexay paboTHaTa cTaHuMsa Ha
notpeburens 1 WEB cupBrp Ha BHB ¢ yaocTosepenns 3a kBanHduumrpan enextponer nomnuc (KEIT),
H3NaNeHH OT JMuUCH3WpaHuTe oT Komicnata 3a perynupane Ha cvobumenusta (KPC) moctasumum Ha
YAOCTOBEpHTENHH yeayru (VY).

[ToTpe6uTenuTe OT OTHETHUTE €AMHHUM HMAT BBEIMOXKHOCT Aa CACAAT pe3ynTatiTe OT nNpoBepKaTa u
KOHTpOJIa Ha JaHHKTE, KOMTO Ca Npeany 3a 3apexaane B [[KP. Kopekuyd Ha nakeT BXOZHH JaHHU MOXKe
A Ce NoAaBaT OT CTpaHa Ha OTYETHATA €IMHMLIA MHOTOKPATHO (Ha LIE/IHA NAKeT UM Ha 4acT 0T Hero) 10
YCTeIWHOTO MY 3apesxxaaHe B BT Ha LIKP,

[Ipunoxenuero 3a 3apexaade Ha JaHHM oGesneuasa pasHooOpasHa uH(opMauua, Kakto 3a

KpeAMTHATA 3aMIBKHAIOCT HA OTACNHMTE KPEAUTOMONy4aTenH (eXEMeceyHO BBB BUA Ha daiin 3a
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OTYETHATA EAMHHLA), TAKA U MHOKECTBO 06OGLLEHH CIPABKH 110 pa3idiHu KPUTEPHH M OTHETHH NTEPHOIH
32 NOTPEOGUTENHTE OT OTYETHUTE EAWHHLM, HYKINTe Ha BaHKOB HaJ30p M 34 LEUTE HA HKOHOMMYECKHS
aHanns B bHbB.

TpunoxenreTo 3a 3apesxkaaHe Ha AaHnn 1 WEB npunoxeHueTo 3a CHpaBKu 0OMeHAT HHpopMaLns

4pe3 aBTOMATHU3UpaHH NpoLeaypH (pennuKatius).

Coovporcanue na undopmayuonnama baza

Hudopmauronnara cuctema LIKP ce cheToM OT HAKONKO OTAENHH Gasy gaHHM. BesKa oT TAX uMa
PAa3sNM4HO TpEAHA3HAYeHHe, CMeuMdUKa Ha 3apEXKIAHETO, MOANBPKAHETO Ha HHOpMauusATa M
pernaMeHTHpaH J0CThN OT ABeTe NnpunoxeHns Ha UC Ha LIKP.

Enna ot 6asuTe AaHHM ce M3non3Ba 3a 06paGoTka Ha JAHHHTE OT NPHIOKEHUETO 3a 3apeXxaaHe Ha
AaHHH. T MOAABPIKA CTPYKTYPH M 0GEKTH 33 BpEMEHHO CHXPaHEHHE HA BXOAHHTE JAHHU OT OTYETHHTE
€NMHHULH B mpoueca Ha MNpOBEPKa H KOHTPON Ha AaHHWTe. Chel KaTo JaHHWTE NPEMHHAT BXOLHHSA
KOHTPOJ H Ca MOTBBLPAEHH OT CTpaHa Ha OTUETHATA €JIMHMLA, TE Ce 3apeXIaT B ONepaTHBHHTE TaGILK
Ha Ta3u 6a3a naHHH.

Mpoueca Ha 3apexnase B onMepaTHBHUTE TabNMUM € CHIPOBOAEH OT npouec Ha NMOArOTOBKA H
MpexXBbpiaHe Ha HHpOPMaLKs — arpervpaHa H/uIH CeeKTHPaHa No onpeneieHH KpHTEpHH B Apyra 0aza
Aannu Ha MC na LIKP, koSTo OCHOBHO ChXpaHABa H NOAXbPXKA HHPOPMALIHS 32 CNpaBOYHH LE M,

Ba3ute sannuu n nporpaMHOTO ocHIypsiBaHe Ha NPHIOKEHHETO 32 3apesKiaHe Ha JaHuy Ha UC
Ha IIKP ca paspaGoTens cue cpeAcTsaTa Ha CHCTeMaTa 3a ynpasaeuue Ha 6a3n gsanum ORACLE

11g v ORACLE APEX noj ynpaB/ienHeTo Ha OnepaunoHHaTa cuctema IBM AIX.

Xapoyepna u copmyepra naamegpopma

CopBbpHu:

Peanuu TectroBH

DB 1 HTTP cepebp 3a 06paboTka Ha AaHHH cerdbla cerdblb ccrdblt

DB ctpewp 3a HutepHer cnipasky ccrdb2a ccrdb2b ccrdb2t




ProXy cbpetp 32 AocTen 00 06pabotka Ha AaHHU CCIProxy —
HTTP cupebp 3a HutepHer cnpabxu ccrweb ccr-app-test
Application cepsup 3a Hnrepser cnpasku ccreore
baiu aaunn
DB DB Host Arch DG config IIpeanasnauenne
unique | name Log
name
decra deer ccrdbla Yes DG physical Basa Ha npunoxenneTo 3a 3apexane Ha
dcerb ccrdblb standby aBoiika Ianau (cxema BNB_CCR)
deert dcert cerdblt Yes - TecroBa Gasza Ha nprAOHKEHHETO 32

3apexiaHe Ha AaHHH (cxeMa

BNB_CCR)
wecra weer ccrdb2a Yes DG physical Baza na npunoxenneto 3a Untepher
weerb cerdbZb standby aBoiika cnpaekH (cxema WEB_CKR)
wecert weert | cerdb2t Yes — Tectona 6a3a Ha npHnoxeHKeTO 38

Hnuteprer cnpasku (cxema WEB_CKR)

BCHUKH CHPBEPH Ca pe3epBUpaHH TaKa,ue NpH aBapHae MOXKE Aa Ce U3NOM3BAT PE3ePBHH CHPBLPH.
MawnHnTe ca pesepBHpatu upes nyGanpaHe Wi BHUpTyanusauus. Basute naHkm ca pesepsupann 4ypes
Oracle Data Guard.

XapayepHu XxapaKTepHCTHKH

CrpBLp RAM CPU apxurerTypa
cerdbla 8 GiB IBM POWER
ccrdb2a
cerdblb
cerdb2b
cerdbl t 4 GiB
cerdb2t
cercore 8 GiB x86-64




ccrweb

cer-app-test 8 GiB

CCTPrOXy 1 GiB x86

DataBase chpBbpu
CPU Apxurextypa IBM POWER;
OC - UNIX cnBMecTHMa onepaumoHHa cuctema [BM AIX 7.1, ceptudHuMpana cpeiny ORACLE
Server EE 11g;
CYB]I - ORACLE Database Enterprise Edition 11g.
IIpnnoxHH chLpBLPU
CPU Apxurektypa - x86_64
OC - SLES11 Sp2
Kanenrt
Xapayep - HAMa KOHKPETHH H3HCKBAHHA.
OC (na notpebutencko HuBo) - Windows onepaLMoHHa cucTeMa ¢ uHcTanupad [nternet Browser
(Microsoft Internet Explorer 8, Mozilla Firefox 14, Google Chrome 21, Apple Safari 5.0 u cneapawmu

BEPCHH,).
Pesepeupane na peannama cpeoa

Peannata cpena e 3amutena cpenty xapayepHu (U apyru) noepeay upe3 pe3epBHpaHe Ha CHPBBPUTE U

YCIIyTHTE, KOUTO T¢ NpeJoCTaBAT,

Bcexn CBPBEp € PE3EPBHUpaAH MO €AVH CAeAHHTE OBa HAYHHA:

¢ Jly6naupane: MHcTanauuaTa 1 xoHQUrypHpauusTa Ha CbpBEpPA € HanpaBeHa ABa NMbTH, Ha ABe
(u3ndeckn OTAETHI MalUMHHY, TaKa Ye Te Ja ca B3auMHO3aMeHIeMH. B CAyuaii Ha aBapuA Ha e AMHHAT
CBPBEP, APYTHAT € JOCTATBYEH Aa NOANbpKa PYHKIHOHHPAHETO Ha CHCTEMaTa.

* Buptyanusaums: Uucranauusra u koHpurypupauusTa Ha CHLPBBpa € HanpaBeHa BbPXY BHPTYyanHa

MalllMHa, KOATO B CNy4ait Ha aBapHs ce PEMECTBA BBPXY APYr Xapayep.

CepBBpHuTe, pesepBUpaHu ypes AyGnHpaHe B CHUCEHKA MO-LONY Ca JAASHU MO NBOHKH — *¥%*a p *+# _

ToBa ca database cxpanpHTe. OcTaHANUTE CHPBBPH Ca PE3epPBHPaHH Ype3 BHPTYaNH3aLHA.

Beska ycnyra, npeocTasiHa OT CbpBBp € pe3epBHpaHa 1o €HH OT CeAHNTE 1Ba HAYUHA:




¢ VYcnyrara BHHard € J0CThIIHA CaMo Ha euH cbpBwp. Takupa ca:
® YCMYTMTE Ha CHPBBPHTE, pe3epBHPaHHK C BHPTYaH3auma (N0 HeobGXoauMocT);
® 4acT OT GaskTe NaHHM Ha Ay0MMpaHUTE ChPBBPH, NP KOUTO ce u3nonssa Oracle Data Guard.
e VYcnayrata e J0CTBNHA ¢AHOBPEMEHHO W HA BaTa AyOnupaHu chpebpa. TaKMBa Ca BCHUKH OCTAHAMM

YCNYTH Ha fy6nupaHuTe ChbpBBpPH.
TecroBata cpena HAmMa noao6HO pesepeupane.

Mpexcoea cevpzanocm

3a BCMYKH KOMYHHKaLHH MEXKAY KOMITOHEHTHTE HA CHCTEMATA KaTo 6a30BH MPEKOBH NPOTOKONH ce
usnonzsar came TCP/IP u UDP/IP.

CreznHata cXeMa npeAcTaBA MPEXOBATa CELP3AHOCT Ha KAHEHTUTE U ChpPBBPHTE Ha LIKP {6e3 TecToBHTE

CHPBBPH).
CnpaBku 33 KpepHTHA
33ATLHKHANOCT
MNopasane u o6paboTha https://ccr. bnb.bg
Ha AaHuw oT TE Nopasane n ObpaboTka o s

http. //ccr-dataload bnb.bg wxa garmu upes Mmepne‘r

ABMHHHCTPH PaHE, CNPaBKH o b)
nobpabotuusBHE . _ _ _ _ _ _ _ _ _ _ : Internet 3

http://cer-dataload.bnb.bg Iog g HTTP cpebp obpaborrm | - o~

https://ccr-dataload.bnb. bg, nyGnupan) - _] -
http://fccr.bnb. bg

https:,

Web é-pa'bp Proxy fepesp
chpgeKmn oﬁpa.S;rmu

- ————— ]

L _rﬂdgzi _ c_crﬂ)l& _I :mreb CCIPproxy
ccr.bnb.bg ccr-dataload.bnb.bg

3a BCHYKH KOMYHHMKaLHH MeXAY KOMIIOHEHTHTE Ha CHCTeMaTa KaTo 6azos MpPOTOKC Ce U3MoN3Ba
TCP.

Huckoso npocmparcmso




CucTtemara uianonssa AHCKOBO NMPOCTPAHCTRO BBPXY NOKANHHTE JUCKOBE HA BKIBOYEHHUTE CBPBBPH H

BBbPXY BBHUIHW AMCKOBH MacHBH.

Hsama cniosiensne Ha n3n0.1382aH0TO MCKOBO NPOCTPAHCTBO, T.€. BCAKO HOFHYECKO YCTPOICTBO ce
H3M0A3Ba CAMO OT €IMH CBPBBP, KOMTO Ce C4uTa 3a HeroB ,,cobcTBeHHK ™. [To-crieupanto 3a

Ay0nvpaHUTe CHPBEPH, TOBA O3HAUaBa Ye ce Ly6aUpat M U3NON3BaHKUTE OT TAX AMUCKOBE.

H3znonzeanu nnampopmu u mexnonozuu:

o IBMAIX7.1

¢ Oracle Database 11.2

e Oracle HTTP Server 11.1

¢ Oracle Application Express 4.1
e Oracle BI Publisher 10.1

¢ Oracle Enterprise Manager 12¢

CobpBbpu Codryep
ccrdbla, IBM AIX 7.1
ccrdblb, Oracle Grid Infrastructure (GI) for Standalone server 11.2.0.3
ccrdblt, for IBM AIX on POWER (64-bit)
cerdb2a, Oracle Database 11.2.0.3 Enterprise Edition for IBM ALX on
ccrdb2b, POWER (64-bit)
cerdb2t Oracle EM Agent 12.1.0.2 for IBM AIX on POWER (64-bit)
cerdbla, Oracle HTTP Server 11.1.1.6 for IBM AIX on POWER (64-
ccrdblb, bit)
cerdblt Oracle BI Publiher 10.1.3.4.2 standalone for IBM AIX on
POWER (32/64-bit)
ccreore SLES 11 SP2
Oracle Instant Client 11.2
Oracle Client 11.2




CuperpH Codryep
ccrweb Debian Linux
cCrproxy SLES11 SP2
OpenSSL 1.0.1¢
Pound 2.6

Cpeocmea 3a pazpabomxa
PL/SQL u SQL ~ e3unuu 3a 06pa6oria Ha anHHTe B ORACLE Database;
APEX - cpeacrso 3a paspaGoTka Ha UnTepHeT npuaoxenus na ORACLE.

Ocnoenu gynkyuu

IpuaoskenneTo 3a 3apeaane Ha JAHHH BKJTFOYBA MTBIHATA byHKUHOHANHOCT M0 3apeXAaHeTo 1
NOAABPKAHETO Ha BXOAHHTE NOTOUM HHGOPMAUMA OT OTYETHHTE €NMHUUM, 2 CHLIO TaKa ce TpHXM 33
KOHCHCTEHTHOCTTa Ha JaHHHTe B /IBeTe 6ask AaHHM. [IpHnoxeHHeTo BKIHOUBA hYHKLHOHANHOCT, KOSTO
1103B0J1ABA Ha NOTPEGUTEIMTE OT OTHETHHTE EAHHHULM Aa MpEeriefatT 1 UITernaT (download) Ha cBouTe
paboTHM cTaHUMU MH(DOPMALIA 2a FPELLHO NOJAIEHHTE NAHHH B NAaKETHUTE BXOAHA vHpopMauua — ¢aiin
C TPEIIHA 3anuCcKH OT NaKeTa W NPOTOKON C OMHCaHHe Ha rpellkuTe B nakera. [loseyeto 06paboTku B
MPUNIOKEHHETO Ce W3BBPIUIBAT BbB QOHOB PEXKMM, KaTo MOTPEGHTENMTE MOraT Aia MM MpOCHeABaT H
ynpaBaABaT 4pes npunoxeHuero. PoHoBata paGoTa ce ocurypsaBa oT job-oBe Ha Oracle Database
Scheduler.

[MpunioskeHHeTo 32 3apexaane Ha NaHHM NOAALPKA BCHUKH CTIPABKH, HEOGXOMUMH 32 Hy)KOHTe Ha
aAMHHUCTpaTOpuTe, noTpebuTenuTe oT oTaen ,lleHtpaned kpeanten perucTep®, , bankoB Hagzop®,
»1IpecTpyKTypHpane Ha KpeAUTHHTE UHCTHUTYLMH® U pyru 3BeHa B BHB.

WEB-npunoxenneto 3a cnpasku Ha LIKP uma goctsn a0 6asata nauuM 3a cnpaBKH (wccr) M 3anKcBa
B Hea HHpopMmauua 3a notpebutennte Ha nmpunoxeHHeTo M log vHpopMauua 3a AeiicTBHATa Ha
MOTPEGHTENHTE H OGEKTHTE, KOHTO MOANEKAT Ha HabmogeHHe 1 KOHTpO L.

H3nonssa ce peseprupaneto ¢ Data Guard. Axtyanuzauusta ce npaBu aBTOMATHYHO MO rpaduk,

[lotpeGutenckna muTepdelic n Ha ABeTe NpUMOXeHHT e Web-6a3upan. [Ipunoxkeuneto 32

3apeiiaHe Ha JaHHH ce NMoA3Ba OT:

- notpeGurenu ot BHB, upes BeTpelunara mpexa Ha BHE;




- TOTPEGUTENN OT OTHETHHTE €AMHMUM-GaHKK, Ype3 yacTHaTa Mpexa Ha Gankute M BHE —
FINNET;

- IOTPeGUTENN OT OTUETHHTE eAMHKUH- DHHAHCOBH HHCTHTYunH - WEB (MHTepHeT) moctbn
4pe3 YAOCTOBEPEHHA 3a KBANH(HLIMPAH eNEKTPOHEH MOAMUC.

WEB-npunioxeHHeTo 3a cripaBkH ce nonsea ot notpeSutenn 8 BHB, 4pe3 PBTPELIHATA MPEXKa Ha
BHB # oT notpe6utenu ot oTyeTHUTE eanHULY, upes Hurepuet. B pasnuunute cnyyan ce msnonssar

pasnuund URL.

Conposoncoawa dokymenmayus
HC ,LIKP* ce cbnpoBoxaa 0T ciieAHHTE JOKYMEHTH:
- “DYHKUMOHANHH M TEXHHYECKH cneurduKanmn”;

“CrcteMHa crieundukaums”,

PwxoBoacTBa:
- “PBKOBOACTBO 32 NOTPEGUTENH OT OTHETHHTE SAUHHLIH;
- “PrkoBogcTso 3a notpe6urenn ot BHB”;

- “PbKOBOZCTBO 3a noTpeGuTeNH OT Bankos Haazop”;

- “PbroBopcTBa 3a aIMHHHCTpUpaHe ¥ OAAPBIKKA Ha CHCTEMATA”






